Shawn L. King and John Desrochers 
ELECTRONIC DOCUMENT MANAGEMENT SYSTEM AND METHOD 
Docket No. 1558.00001 




Shawn L. King and John Desrochers 

ELECTRONIC DOCUMENT MANAGEMENT SYSTEM ANdj$i£T 
Docket No. 1 558.00001 I * 



Customer Legal Name Customer ABC 
Address 




(the "Customer") 



444 Walker Street 



City 



Georgetown 



Prov. ON 



P.C. K4H-3E3 



Contract Number 866 
SELECTED SERVICES 

S Long Distance service 



The Customer requests, and X is willing to provide, the following selected services 
( Services ') in accordance with the Term and Annual Monetary Commitment options 
chosen by the Customer, as indicated below, and the terms and conditions set out below 
and on the following page. 



Q Toll-free service 
1 Year Term - Annual Monetary Commitment / (Discount %) 



□ $1,800/(8%) □ 524,000/(9%) □ $60,000/(9%) 

□ $300,000/(10%) □ $600,000/(11%) □ $1,800,000/(13%) 

2 Year Term - Annual Monetary Commitment / (Discount %) 

□ $1,800/(9%) □ $24,000/(10%) □ $60,000/(10%) 

□ $300,000/(11%) □ $600,000/(12%) { □ $1,800,000/(15%) 

3 Year Term - Annual Monetary Commitment / (Discount %) 

□ $1,800/(10%) □ $24,000/(11%) S $60,000 /(%I1%) 

□ $300,000/(12%) O $600,000/(13%) □ $1,800,000/(17%) 
5 Year Term - Annual Monetary Commitment / (Discount %) 



□ $120,000/(10%) 



□ $120,000/(11%) 



□ $1,800/(11%) 
O $300,000/(13%) 



□ $24,000/(12%) 
O $600,000/(15%) 



□ $60,000/(12%) 

□ $1,800,000/(18%) 



□ $120,000/(12%) 



□ $120,000 /(%! 3%) 



of th ^Service « re ^1^^S™ set out on this page and on the following page, the Customer understands and agrees that this Agreement and the provision 
ot the Services are subject to the terms and condi Uons, as maybe amended, set out in all applicable tariffs of the *; companies, including applicable Terms 
l^rr^ °, eneral Term f ? f ^ 3nd u General Re ^ Iations (" Tariffs ") Wovtd by the Canadian Radio-television and Telecommmiran^'K^ ™ 
n th1JL~tT^ L1! ?7 AT l°5 ° F LIAB ^ ITY herein, wh 1C h Tariffs are he ™ So^i^^ncc 

he r^fn^, Vh k I T f( * bearance ?™ m regulating the Services and/or revocation of the Tariffs, the Customer acknowledges and agrees that 

t eS; /n^nnd of rh. I V° ^ ^ reSpeCt ^ ^ }S10n of the Services for the ^ The Customer hereby acknowledges all of 
S ^thS A S ree ™ nt s * out on this page and the following page and represents that same were read, understood, and agreed to prior to the 



Signing Date (YYYY-MM-DD) 2001-07-09 



Signature of Customer. 



Effective Date (YYYY-MM-DD) 200 i -07-09 
Authorized Signature of Representive. 



Last Name Qog, 



First Name John 
Title 



Mr. 



Last Name Q ^ ^ 



First Name Jill 
Title 



Mrs. 



Phone (613) 340- HU Fa * (613) 34<\- <^ Phone (519) 345-OOOG Fax (519) 34b - Co! ? 



For and on behalf of the X companies 



II II II II INI IIJI II II llll II llll I 



00000&66000100016&92213&694£9&$42344999^ 
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User Actions 



1) Authorized Users enter 
variable data into a pre- 
defined presentation 
template. 

♦ 



2) The user saves the 

document and validated data 
is stored in the database. 



4) The user executes a send 
request to email, fax, print 
or download the document. 



7) 



System Actions 



3) The system generates a unique document 
number and revision number that are stored 
with the document 



5) The system generates a digest from the 
document number, revision number, variable 
data and fixed presentation template data 
by: 

a) Putting the data in a sorted order. 

b) Running a hash process on the ordered 
chain of data to produce a unique 32 
digit digest. 



6) The system associates this unique digest 
with the document and stores it in the 
database. 



Y 

The system generates a PDF image of the 
document. 



8) The system attaches a unique bar-code on 
each page of the PDF image that is 
comprised of the document number, revision 
number, paging details and the created 
digest. 



9) The system generates and stores a "digital 
exchange key" by running the entire PDF 
image through the same hash formula 
outlined above. This key will be used only to 
validate digitally signed documents. 



10) The PDF document is downloaded or 
delivered to a fax, printer or email address. 
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F\&ur^ A 

User Actions System Actions 



1) 


The printed and bar-coded document 
is signed by both parties. 




r 


2) 


The unaltered and signed document 
is faxed back to the Receipt / 
Delivery server. 



V 



3) The faxed page(s) ai 
Receipt / Delivery se 
together. 


-e received by the 
rver and packaged 




r 


4) The automated receipt handler process 

performs bar-code recognition for each page. 




r 


5) The system parses the bar code into the 
document number, revision number, paging 
details and digest. The bar-code value is 
cross-referenced with the database. 



4 

6a) The image is forwarded to an 
exception queue for manual 
intervention. 




6b) The image is associated with the original 
document and stored within the database. 
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User Actions 



System Actions 



1) If the document arrived to the 
customer as an email attachment, 
the customer detaches the 
document from the email. 



2) The document, either detached from 
the email or simply downloaded is 
reviewed by the customer. 



Does the customer 
agree with the terms 
of the document? 



YES 





NO 






r 




END 



3) The customer applies their digital 
signature to the document. 



4) The customer emails the digitally 
signed document to the Receipt / 
Delivery server. 



7) The email is forwarded to an 
exception queue for manual 
intervention. 



5) The email containing the document is 
received by the Receipt / Delivery server. 



6) The system authenticates the sender's 
security credentials using Public Key 
Infrastructure (PKI). 




Decrypt the returned digital signature 
using the sender's public key collected 
from the PKI, thereby retrieving the 
sender-produced document hash. 



9) PROVE THE SIGNATURE IS VALID: 

a) Compute the hash on the returned 
document using the same formula as 
used by the sender. 

b) Compare the computed hash to the 
hash received from the sender. 




10) Retrieve the document and revision 
number from the returned document. 
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User Actions 



System Actions 



12) The emai! is forwarded to an 
exception queue for manual 
intervention. 



11) Retrieve the digital exchange key 
originally stored in the system for the 
document and revision number. 




13) PROVE THE DOCUMENT RETURNED IS 
THE SAME AS THE DOCUMENT SENT: 

a) Compute the digital exchange key on 
the returned document using the 
original hash formula. 

b) Compare the computed digital 
exchange key to the originally stored 
digital exchange key. 




14) Associate the PDF document image, the 
email and the full authentication details 
with the document and store them all 
in the database. 



